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Impact Modeling and Prediction of Attacks on Cyber Targets

Aram Khalili, Brian Michalk, Lee Alford, Chris Henney & Logan Gilbert
{akhalili|bmichalk|lalford|chenney|lgilbert}@21technologies.com

21st Century Technologies
4515 Seton Center Pkwy Ste. 320

Austin, TX 78759 USA

ABSTRACT

In most organizations, IT (information technology) infrastructure exists to support the organization’s mission.
The threat of cyber attacks poses risks to this mission Current network security research focuses on the threat of
cyber attacks to the organization’s IT infrastructure; however, the risks to the overall mission are rarely analyzed
or formalized. This connection of IT infrastructure to the organization’s mission is often neglected or carried
out ad-hoc. Our work bridges this gap and introduces analyses and formalisms to help organizations understand
the mission risks they face from cyber attacks.

Modeling an organization’s mission vulnerability to cyber attacks requires a description of the IT infrastructure
(network model), the organization mission (business model), and how the mission relies on IT resources (corre-
lation model). With this information, proper analysis can show which cyber resources are of tactical importance
in a cyber attack, i.e., controlling them enables a large range of cyber attacks. Such analysis also reveals which
IT resources contribute most to the organization’s mission, i.e., lack of control over them gravely affects the mis-
sion. These results can then be used to formulate IT security strategies and explore their trade-offs, which leads
to better incident response. This paper presents our methodology for encoding IT infrastructure, organization
mission and correlations, our analysis framework, as well as initial experimental results and conclusions.

Keywords: impact assessment, cyber awareness, mission assurance, information assurance, computer network
defense, cyber network operations, simulation, risk management, cyber security, cyber attack

1. INTRODUCTION

Cyber infrastructure and cyber warfare are increasingly important in modern societies. The cybercrime volume
continues to increase, yet we only have a basic understanding of the complexities and interconnections of cyber
assets. Congress responded to this by passing the Cybersecurity Enhancement Act of 2010,1 and the federal
government’s Department of Defense is creating a new cyber command.2,3 Our work aims to improve cyber
situational awareness and mission assurance by connecting information on cyber assets with their role in an
organization’s mission. In terms of Endsley’s three level situational awareness framework,4 our approach provides
Level II (Comprehension) and some Level III (Prediction) situational awareness.

Previous work has developed valuable tools and methods that give IT administrators the ability to configure and
audit their infrastructure, and probe for vulnerabilities. Many of these efforts, though, work at a very detailed
level, at an individual system or service level, and do not expose the implications of their findings. By linking
the operation or mission to the cyber resources, our approach provides the ability to assess the mission risk of
particular attacks and specific assets’ value to completion of the mission.

Consider the operations of a printing business and its use of cyber resources to accomplish its mission. We will
use this example throughout the paper. A list of their IT infrastructure vulnerabilities can give the business
an idea of how much effort is necessary to address the problems, but it does not give an assessment of the
mission risk while the infrastructure vulnerabilities are still in place. For instance, a list of vulnerabilities does
not indicate whether their Internet connection is more valuable to their mission than their accounting system.

Our goal is to unveil the dependence of an organization’s mission on the IT infrastructure and its resources.
We will refer to IT resources throughout the paper. This term includes computers (real and virtual, server and
workstation), printers, routers, appliances, smart phones, and other resources. We also use the terms ’cyber’
and ’IT’ interchangeably. To this end we have developed IMPACT, a tool for Impact Modeling and Prediction
of Attacks on Cyber Targets.
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2. RELATED WORK

IT security has been extensively studied and many tools have been created to provide or enhance defensive
capabilities. We know of no project similar in scope to IMPACT, but there are techniques or tools that are
related, have inspired or can mutually benefit from our work.

2.1 Intrusion Detection

Intrusion detection5 is the practice of detecting malicious behavior (i.e. violation of security policy) in computer
systems or networks. Intrusion detection works at a different level than our work, level I in Endsley’s framework.
While IMPACT does not work at this level, it can incorporate network status information from an intrusion
detection system in its network model, and thus provide current or near real-time awareness with its display
and analysis of an evolving situation. A plugin API (Application Programming Interface) is included for this
purpose.

2.2 Penetration Testing

Penetration testing6 is an authorized attempt to breach security policy in order to discover or verify vulnerabilities
in an IT infrastructure. Its goal is usually to identify vulnerabilities so that they can be removed or mitigated.
Our approach simulates penetration testing in its network model. However, a simulation is only as good as its
assumptions, i.e. the algorithms cannot find any vulnerabilities not in their network model, and hence cannot
replace penetration testing as a security tool. On the contrary, penetration testing can be helpful in building a
network model, since it aims to find all its vulnerabilities.

2.3 Attack/Protection trees

Attack/Protection trees7–9 are a tool to evaluate different attack or protection methods with regard to a particular
target or objective, and differentiate the methods with respect to success chance and resource cost. An attack
tree represents an attack plan and all its possible intermediate steps. At the top of the tree is the ultimate goal
or root goal. The children of a node are subgoals that enable completion of a parent goal.

The protection tree is the dual of the attack tree. For each attack tree node, there is a corresponding protection
tree node that seeks to prevent the attack goal. When a number of subgoals are necessary to enable a particular
goal, then the defender need only prevent any one of them. However, if any of a number of subgoals is sufficient
to enable the parent goals, then the defender must prevent all of those subgoals simultaneously.

Attack trees relate the various possible ways of achieving a goal, and allow a comparison between them. Com-
ponents of an attack tree goal include a probability of success, assessment of the impact on the target, and
a resource cost. These values must be known a priori for the leaves of an attack trees, though some can be
propagated upwards to the other nodes in the tree, e.g. the cost and impact of a node reflect the cost and impact
of the node’s subgoals. Once all the probabilities have been assigned and cost and impact are propagated up
the tree, a cost factor can be calculated, which serves as a basis for comparison. The cost factor is an indicator
of the degree of impact achieved for a certain cost at a particular success probability. The path (or multi-path)
from a leaf (or leaves) to the root that has the highest cost factor sum indicates the path that provides the most
impact for a given cost. Protection trees have cost factors as well, and similar to an attack tree, a protection
tree can be used to identify the tactics for a defender to achieve maximal protection value.

IMPACT and protection trees can benefit each other in three ways. Protection trees need to be created from
different attack paths that make up the tree. Our algorithms find attack paths through a network and can be
used to construct protection trees. Protection trees need an assessment of the impact of a successful attack on
an organization. Our work provides these, too. IMPACT seeks to give decision support on allocating defensive
priorities and resources, but currently it provides a qualitative result (priority list). Combining our work with
protection trees can give a quantitative cost vs. benefit analysis.
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3. ARCHITECTURE

Since IMPACT is geared towards levels II and III in Endsley’s situational awareness model, it does not make
its own observations. Our framework relies on traditional network data sensors, such as network monitoring or
intrusion detection systems. From these a network graph or model is built that describes the IT infrastructure.
Currently the models are built by hand, though a plugin API exists to accept updates from sensors. This could
be used to start with a minimal model and acquire the rest via updates, if the sensors are sufficiently capable.

To provide a mission risk analysis for cyber attacks, our framework must understand the organization’s mission at
an appropriate level of abstraction. To do this, we create uses the business model. We know of no software tools
that define or build business models, hence our models have been built by hand. The business model contains
the overall mission of the organization, the contributing resources and procedures, and the dependencies between
those. Our approach analyzes these to arrive at an overall efficiency score that assess how efficient, based on the
maximum efficiency, an organization operates under particular conditions.

For the analysis of mission risk from cyber attacks, the framework must be able to relate the network and business
model. This is accomplished with the correlation model. The correlation model associates business resources
and procedures with IT resources that support them, such that if an IT resource becomes compromised or
unavailable, its effect on the business function can be traced.

These three models: a network model, a business model, and a correlation model form the core of IMPACT.

3.1 Network Model

The network model is similar to network representations found in many monitoring, management and visualiza-
tion tools. It represents all relevant entities in the network, i.e. IT resources (cf. Section 1). Figure 1 shows
an example network for the printing business mentioned in the introduction. The business has a local area
network that connects all IT resources except the point-of-sale and the sign printer. Those may be unconnected
because they are too old to include LAN connectivity. A router connects that infrastructure to the Internet.
Also connected to the Internet is a hosted website, which is under different administrative control (by the hosting
company), but still an important part of the business’ IT infrastructure.

Figure 1. Sample Network Model

Augmenting the physical infrastructure representations are configurations and capabilities. Presently, configu-
rations are the software or firmware loaded or operating on the devices. This includes version number, and may
include particular configuration information specific to a software or firmware item on an IT resource. Capabil-
ities are both physical characteristics, e.g. CPU type, memory capacity, etc, and service characteristics. Serive
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characteristics include the function of the IT resource, e.g. domain controller, file server, development platform.
Physical capabilities are currently unused in analysis algorithms, but are intended to match against complex
attack requirements in the future. Currently they can be used to display deailed information about IT resources.
Service characteristics are included in the network model to accommodate multi-stage attacks that involve local
infrastructure.

Consider a phishing attack10 for internal passwords. An unsuspecting user may be redirected to a fake login screen
and prompted to type in their user credentials. If the fake page is hosted outside the company, an application-
level firewall may notice that traffic to an internal service should not leave the organization’s network and hence
drop the connection. In such a case, an attacker could try to set up a fake login page on a webserver inside
the organization’s network, gather credentials, and exfiltrate them later. A webserver is necessary to host the
fake login page. Using the service characteristics in the network model, an analysis algorithm can check whether
a webserver is present among the resources the attacker has access to and note whether internal phishing is a
vulnerability an outside attacker can exploit in a particular scenario.

The network model also includes logical groupings, such as subnets, and vulnerability and exploit information.
Vulnerabilities and exploits each have requirements and capabilities. Vulnerability requirements are keyed to
particular configuration items, and provide certain capabilities. For example, in a buffer overflow, the capability
provided in the vulnerability is the maximum space for the buffer overflow. Exploit requirements need to
be matched with a vulnerability’s capability to make it viable to use them together. Exploits also provide
capabilities, such as arbitrary code execution, privilege escalation, reading or modifying an arbitrary file, etc.

3.2 Business Model

To assess the effect of cyber attacks on a business or mission, one first needs to have an understanding of the
business or mission. To that end, IMPACT requires a business model that describes an organization’s mission.
One of the sample business models we built is that of a printing business (see Figure 2). The business makes
signs and banners on its sign printer, and glossy brochures on its color printer. Both printers need materials to
process, employees to operate them, and orders to be fulfilled in order to generate revenue. These are the major
business resources of the printing business.

Figure 2. Sample Business Model with causal/temporal Dependencies

Resources in the business model are connected by two kinds of relationships. The first is a causal or temporal
dependency, e.g. when ink and paper (or other materials) have to be available at the printing business for anything
to be printed. The second relationship is that of an alternate resource or procedure. Organizations often have
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Business Procedure Required Resources Efficiency

Order Materials
Order online: Management PC,
router

100%

Order online: any PC, router 80%
Order by phone: <empty> 60%

Online Orders
Order via website: website, Orders
PC, router, business printer

100%

Order via website: website, any
PC, router, business printer

80%

Order via website: website, any
PC, router

60%

Store Orders
Order via POS: POS, business
printer

100%

Order via hand: <empty> 60%

Pay employees
Direct deposit: Accounting PC,
router

100%

Print cheques: Accounting PC,
business printer

80%

Write cheques by hand: <empty> 40%

Table 1. Sample Alternate Procedures

policies about how their processes are to be carried out; mindful organizations have backup plans for when the
normal policies cannot be carried out. Alternate resources or materials represent these type of backup procedures
or resources. In our example printing business, the standard procedure is to order new printing materials from a
supplier over the Internet. When the Internet is unreachable, due to IT resource failure or otherwise, the backup
procedure is to order the necessary materials by phone. Some sample procedures and alternates for our printing
business are given in Table 1. The numbers given are not representative, not based on any data, and were simply
chosen for illustrative purposes.

The primary resource or procedure is usually the best known one to accomplish its function in the organization.
Alternate resources or procedures are less efficient. In our business model this is represented by an efficiency
score. The primary resource or procedure is assumed to have 100% efficiency, alternates are assumed to have
less. This assumption is a simplifying assumption, and not strictly necessary. If there is no object with 100%
efficiency for a given resource or procedure, then the organization’s total efficiency under best conditions may be
less than 100%, which seems contradictory to us. Our model also accepts more than one object among alternate
resources or procedures with 100% efficiency; however, we would question whether two separate resources or
procedures are entirely equivalent.

Each business model has a root node that identifies the organization’s mission. In case of the printing business
we use revenue. This is another simplifying assumption. We do not use profit (presumably a printing business’
actual mission) because our goal is not an optimization tool for an organization’s operations, it is to provide
an analysis tool for cyber attack risk to an existing IT infrastructure, and that risk primarily affects revenue
rather than profit. This does not mean, however, that IMPACT cannot be used to optimize IT infrastructure to
minimize cyber attack risk; in fact, we intend it to be just that.

3.3 Correlation Model

The correlation model is a mapping between a network and a business model, and gives the dependencies of
business resources and procedures on IT resources. This section describes the design of the correlation model.
Not all features are currently implemented.

The model is used in the business analysis algorithm to check which business resources and procedures are
affected by cyber attacks or other IT failures. The model is designed to allow different kinds of relationships
to be expressed. A business procedure can depend on zero or more IT resources, and when one resource is
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unavailable, the procedure is unavailable. A business procedure that depends on zero IT resources is unaffected
by cyber attacks. Similarly, an IT resource can support zero or more business procedures. An IT resource that
supports zero business procedures may be a legitimate part of the infrastructure, or it may be a legacy or unused
piece of equipment. A side benefit from IMPACT’s modeling requirements is the discovery of resources that do
not contribute to the organization’s mission.

More complex dependencies involve redundancies or graceful degradation. In the case of total redundancies, the
business procedure stays available until all redundant IT resources are compromised or have failed. Graceful
degradation works similarly, except that the base efficiency of the business procedure is reduced by each successive
failure in the dependencies.

Partial redundancy is more difficult to model. When resources become partially unavailable, it is often not
clear whether the crucial part is still available. Consider a distributed database where some, but not all, data
is replicated across different servers. The model is unable to tell whether a particular query’s answer will lie
on resources that are still available, or on others that have been compromised or failed. In these types of
cases, we suggest using the graceful degradation approach, possibly also in combination with a total redundancy
component.

4. IMPACT

The data structures explained in the previous section support our analyses, which provide the insight into
the mission risk from cyber attacks. Our framework performs two types of analyses, a network and a business
analysis. The network analysis simulates an attack on the IT infrastructure, and identifies its weak and tactically
important points. The business analysis starts with a presumed cyber attack or other IT resource failure, and
finds the overall business efficiency under that particular scenario. Iterating over all IT resources or even all
subsets of IT resources can identify the most crucial resource or set of resources to the organization’s mission.
In combination, both models can assess the risk of a current cyber attack to the organization’s mission, by first
finding the vulnerabilities the attacker can exploit in the network model, and then assessing the impact of their
unavailability in the business model.

4.1 Network Analysis

IMPACT’s network analysis uses the network model and information about vulnerabilities and exploits to assess
the network risk stemming from a particular attack. An attacker is assumed to gain initial control of a partic-
ular IT resource. From there, the analysis is to check reachable IT resources, gather their configurations and
vulnerabilities, and compare them to currently available tools (e.g. exploits or other capabilities), and determine
whether all the requirements to exploit a particular vulnerability exist. If so, the identified IT resource is assumed
to be compromised and added to the attacker’s available resources and capabilities. This procedure is repeated
until no additional IT resources can be compromised.

The result is the set of IT resources that can be compromised from a particular starting point, constrained by a
particular set of exploits or capabilities. This analysis can be done for every IT resource in the network model,
which will establish the set of compromisable resources from each starting resource. Additionally, our tools can
make note of the attack paths, i.e. which IT resource led to a compromise of another IT resource. This leads to
the discovery of IT resources that are on many different attack paths, and hence act as springboards for many
other attacks once they are compromised. IMPACT generates reports that show both metrics.

4.1.1 Example Network Analysis

Consider again the printing business network model from Figure 1. Suppose a customer created an order via
the website and attached am executable file that masquerades as a compressed archive, and installs a malware
worm program before it opens the included archive. An employee may run the masquerading executable from the
Orders PC, where orders from the website are checked. To assess the risk from this attack to the organization’s
mission, IMPACT would first run a network analysis to determine the extent of IT infrastructure that can be
compromised from that particular starting point.
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To start this analysis, our framework needs to know the capabilities of the attack, i.e. which resources does it
have, and which exploits does it have access to. One initial resource is the Orders PC, where the malware started
executing. There may be others outside the printing business (e.g. download server for further malware, but the
current network analysis does not support that). The available exploits can range from a particular set to all
known exploits, or even an assumed 0-day exploit (see Section 5.1). Suppose the attack was aimed at the print
business’ router, since they are usually only maintained by specialized staff, which a small printing business may
have outsourced, and maintenance may only occur sporadically.

In this case the attack may have access to all known router exploits, perhaps even an unknown 0-day exploit.
IMPACT compares these exploits to the IT resources reachable from the Orders PC, and finds a match in the
router. The algorithm assumes the attack succeeds, and adds the router to the resources available for the attack.
Since no other resources in the network model should be running router software or firmware, the attacks ends
there.

4.2 Business Analysis

The business analysis evaluate a business model for its efficiency. It starts at the leaf nodes of the tree rooted at
the root node, and selects from the leaf nodes the alternates with the highest available efficiency. Once the leaf
nodes’ efficiencies are determined they are propagated up the tree to the interior nodes, and finally to the root
node. When a node depends on several other nodes, its children’s efficiencies together combine to make up that
node’s efficiency score. We are unsure of the best way of doing this, so our framework offers a number of options
in aggregating child node efficiencies:

• low watermark the lowest of the efficiencies

• arithmetic mean the sum of the efficiencies divided by their number

• product the product of the efficiencies,

• geometric mean the nth root of the product, where n is the number of children

• weighted average the sum of the efficiencies after multiplication by weights that add to 1.

To evaluate the business model during a cyber attacks, another step is added. Whenever a resource or procedure
is selected in the business model, its requirements in the IT infrastructure are checked for availability. If all
requirements are available, the node is used in the analysis; if not, an alternate must be chosen. If no further
alternate exists, a default node with an efficiency of 0% is applied.

4.2.1 Example Business Analysis

Consider again the cyber attack from Section 4.1.1. The Orders PC and the router are compromised, and none
of them have redundancies or degrade gracefully. Consult Table 1 for available business procedures. The online
materials order are unavailable (as the router could intercept account number information or redirect payment
authorization somewhere else), so ordering becomes a 60% efficient process. Retrieving online orders becomes
completely unavailable, and has 0% efficiency. Store order remain unaffected at 100%, while employee payment
goes to check printing at 80% efficiency. According to the business model in Figure 2, both the Color and Sign
Printer depend on Materials, orders (online and store) and employees. If we choose the arithmetic mean type
of efficiency aggregation, each of the printers can operate at 60+0+100+80

4 = 60%. The print business revenue
depends on both printers. Suppose the aggregation at the root node is multiplication. In that case printing
business revenue is still 0.6 × 0.6 = 0.36 or 36% efficiency. In this case the efficiency cost of the router and
the Orders PC is 64% (100% - 36%). The alert reader will notice that the router usage dominates the Orders
PC usage in the business procedures, and hence does not contribute separately to the efficiency cost, i.e. the
efficiency of a compromised router alone is also 64%. Currently, our framework does not especially identify
efficiency cost by subgroups of compromised resources, or reduce the set to the smallest equivalent, but proper
(i.e. repeated) usage of IMPACT will nonetheless expose these types of relationships, even when they are not
obvious in the models.
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5. CYBER AWARENESS

As a result from the analyses described in the last section, an organization can gain cyber awareness. The
network analysis shows which IT resources are of tactical advantage in a cyber attack. The business analysis
shows how a particular cyber attack or other IT failure can affect an organization’s ability to accomplish its
mission.

These analyses can be applied as a planning tool ahead of any incidents, or in situ as a decision aid. As a
planning tool our approach allows evaluation of current and potential IT infrastructure in terms of the potential
for attack that they offer possible attackers (network analysis) and in terms of risk posed to the organization’s
mission (business analysis). The first part helps network administrators prioritize their attention, as it identifies
IT resources that can be of high utility to possible attackers. A number of reasons can cause an IT resource to
be identified as high network risk, and it can be dealt with in different ways, e.g. by making it a high priority
to keep the IT resource current with all patches and configuration recommendation, by changing its location in
the network topology, or perhaps by splitting the functions among several different IT resources.

The second analysis helps business analysts and network architects find weaknesses in their IT strategy, as it
identifies IT resources whose absence or lack of trustworthiness can cause large disruption to the organization’s
mission. After a resource has been identified as high mission risk, a network architect or business analyst can
take steps to mitigate the situation, e.g. by building redundant services that stay available even when some
parts are compromised, or by devising alternate means (and IT resources) by which the same mission goals can
be accomplished.

As a decision aid during an incident, our framework can analyze the options a current attacker has (based on
best current knowledge) and project their network and mission risk. Additionally, IMPACT can analyze and
project the impact of defensive measures on both the attackers options inside the network and the effects on the
organization’s mission ability.

5.1 0-day vulnerabilities

In our current state of software practices, new vulnerabilities continue to be found, and while they are sometimes
brought to the attention of the organization maintaining the software or IT resources (appliance, router, printer,
etc), often they are not and instead are used to craft new attacks that are very difficult to plan for using current
IT security tools. This issue has generated significant of interest in capabilities to deal with 0-day vulnerabilities.
Our approach does not detect vulnerabilities or attacks, but it has the ability to assess the potential impact of
a particular 0-day vulnerability.

The network model includes a set of vulnerabilities and exploits that are based on current knowledge and need
to be maintained to be kept up to date. However, it is possible to add a vulnerability that is not known to exist
and re-run various analyses on the resulting configuration. If, for example, a network administrator wants to
assess the risk of a new vulnerability in SQL Server or BIND (Berkeley Internet Name Domain), she could create
such a vulnerability in the network model, and all further analyses would assume that such a vulnerability exists
and project the impact onto the network and business models.

Similarly, if analysis of a current attack leads to the discovery of a previously unknown vulnerability, the network
model can be adapted and analyses re-run to assess the risk posed by the new vulnerability.

6. FUTURE WORK

IMPACT is a work in progress, and much remains to be done. Central to our approach are the network, mission
and correlation models, and each of them can be made more expressive. In the network model, more decision
aid functionality can be added, e.g. the automatic calculation of the network cut that leaves the largest portion
of the IT infrastructure intact and separated from the attacker (as is best known).

One of our goals is to model complex attacks. Our current attacks are single stage attacks, while real-world
attacks have become very sophisticated and multi-pronged. Some support for more complex attacks exists (cf.
resource types in the network model), but critical parts are not yet implemented.
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The description of the correlation model (cf. Section 3.3) already mentions difficulties expressing redundancy.
The correlation model best deals with a 1:1 mapping of IT resources to mission resources and procedures. Other
mappings are possible, but some many-to-one (redundancy) and many-to-many relations are not properly dealt
with.

Our long term goal is move IMPACT beyond the point of a decision aid and into active response. The next step
in the evolution of computer systems after aiding a human operator in their decision is for the system to make
limited decisions itself. IT security can be a split second challenge, and reliable automated response systems can
bolster the defense of IT resources.

7. CONCLUSIONS

IT infrastructure risk has been extensively studied, though it is far from a solved problem. To our knowledge,
this is the first work tying this risk to the underlying reason for the existence of the IT infrastructure – namely
the organization’s mission. We created an approach that allows for the definition of the organization’s mission,
its dependence on IT infrastructure, and the analysis of the mission risk that comes from this dependence. It
can be used as a planning tool to evaluate and optimize an IT infrastructure, and as a decision aid to evaluate
potential action under an attack.
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